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1 Project Description

1.1 Background

<Briefly describe the project background, if applicable.>
The purpose of this project is to develop an approved design and implementation plan for electronic reporting system(s) eSignature, as well as establishing a template and process for future eSignature initiatives. During the Electronic Reporting Planning Workshop held in July 2007, it was determined that an approved design and implementation plan for electronic reporting eSignature would be of significant benefit to multiple regions. This project will review the requirements of the Agency's 
eSignatures policy (32-110)
 and 
procedural directive (32-110-01)
, evaluate existing methods and procedures, develop at least one (and possibly two) approaches for implementing eSignatures for electronic reporting, and shepherd the approaches(s) through the approval process.
This proposal anticipates working collaboratively with the National Permits System (NPS) implementation team as they develop an approved eSignature approach for online permit applications and maintenance, as well as with one or more eLogbook initiatives to develop an approved eSignature approach for electronic vessel logbooks.  Since requirements have not been specified and analyzed it is not clear whether these different eSignature applications will require different design approaches.  However, there certainly will be some commonality, and a collaborative approach that considers the two eSignature applications in parallel will give us maximum opportunity to recognize and exploit commonalities and to learn from the differences.

Note that the NPS project has its own development resources and timeline.  The decision to approve or reject this proposal should not affect the NPS project.  However, this proposal will develop an eSignature design for one or more eLogbook initiatives.  It is also the intent of this proposal to leverage all NMFS eSignature efforts, generalize the approaches to the extent possible, and provide model designs and approval documents to make it reasonably easy to address future eSignature applications as they are identified.

Note also that this project is all about a planning, design, and plan approval exercise, and this project does not specify a complete development process resulting in implemented production systems.  Of course a development process (and/or procurement) is eventually intended, but it will be considered separately.  (An NPS eSignature implementation is already funded within the NPS project.  Plans for implementation of further eSignature components will be easier to make once design and approval documents are complete.) 
1.2 Objectives

<Briefly describe objectives for establishing the project. How does this project directly relate to the mission, vision, goals and objectives of the FIS Program? Why is the project important? What are the benefits and intended outcomes?>
The following lists the major objectives to be accomplished by this project in FY08:
· Complete the policy, procedures, design and approval tasks to enable electronic signatures for eLogbook initiatives

· Collaborate with NPS project in design, approval and implementation of electronic signatures for online permitting

· Establish standards for the enrollment and authentication of eSignature participants 
2 Management Approach

2.1 Resource Management
<Determine the list of project participants, including their roles and responsibilities, and the name of each person who will be fulfilling each role. As a minimum, you will need to define the Project Sponsor and/or stakeholders, Project Manager, and Project Point of Contact.
In addition you may have one or more of the following parties in your project structure: Project Team, Reference Groups, Working Groups, and Consultants. If these participants are critical to your project, please list them as well.>
The following table identifies key project members who will contribute to the planning and execution of this project.
Table 1:  Project Members

	Project Role
	Name
	Responsibilities

	Project Sponsor
	Karen Sender (PI)
	PMT Liaison

	Project Manager
	Larry Talley (AK)
	Day-to-day management

	Project Point of Contact
	Larry Talley (AK)
	

	Team Members
	Richard Kang (NW)

Jason Rueter (SE)

Al Coan (SW)

TBD (GCEL)

TBD (OLE)
	Project team members

	Contractor
	TBD
	Project execution support


2.2 Communication Management
<Provide a summary of the overall key communication and management issues for the project, concentrating on what will contribute to the project's success or where a lack of communication can lead to failure. Modify the example as needed for your project.>
The following strategies have been established to promote effective communication within this project.
· The Project Manager will present project status to the Project Sponsors on a monthly basis; however, ad hoc meetings will be established at the Project Manager’s discretion as issues or changes arise.
· The Project Manager will provide written meeting minutes for all meetings relevant to the project and distribute to attendees, and to other participants upon request.
· The Project Sponsors will be notified via e-mail of all urgent issues. Issue notification will include a description of the issue, time constraints, possible impacts, and resolutions if proposed.
· The Project Team will have weekly update/status meetings to review completed tasks and determine current work priorities. Minutes will be produced for all meetings.
· All electronic Project Documents will be maintained by the Project Manager and stored for reference in the project Wiki.
2.3 Risk Management

<A risk analysis should be undertaken upon commencement of the project and regularly reviewed throughout the project life cycle.
Include a summary of the major risks, mitigation strategies, estimated additional costs to deploy the strategies (these should be included in the budget) and an overall assessment as to the level of risk associated with the project. Also discuss how risks will be managed in relation to risk identification, reviews, and reporting.>
Risks will be determined during initial planning for the project.
3 Project Estimates
3.1 Schedule and Milestones

<List the project output or deliverables. These may be new or modified products, services, documents, or management practices that need to be implemented to meet each identified outcome.>

List the milestones and major activities for the project. Milestones are indicated by a blank scheduled start date, these are the dates identified during the initial planning stage used to monitor progress of the project. Activities in the predecessor column must be completed prior to the activity commencing.

For this task, you may use Microsoft Project, if this software is available.>
The following presents a schedule of major tasks, activities, and milestones for the project.
Table 3:  Project Schedule – Major Tasks and Milestones

	ID
	Activity Description
	Planned Start
	Planned Finish
	Predecessor

	1
	Task 1: Analyze existing eSignature policy
	MM/DD/YY
	MM/DD/YY
	

	2
	     Activity 1.1: Identify requirements per policy, procedural directive, and use context
	
	
	

	3
	     Activity 1.2: Evaluate implications for eSignature, user enrollment, authentication
	
	
	

	4
	Task 2: Review existing approaches to implementing esignature
	
	
	

	5
	Task 3: Establish draft eSignature approach(es) for electronic reporting 
	
	
	

	6
	     Deliverable: Draft ER eSignature design and implementation plan
	
	Six months after project initiation
	5

	7
	Task 4: Shepherd draft through the approval process
	
	
	

	8
	     Activity 4.1: Conduct legal, PRA review 
	
	
	

	9
	     Activity 4.2: Conduct IT security, other reviews
	
	
	

	10
	Task 5: Publish approved eSignature design and implementation plan
	
	
	

	11
	     Deliverable: Published eSignature design and implementation plan
	
	Nine months after project initiation
	10


3.2 Cost Estimates
<Summarize the project's budget and expected overall budget projections.

Provide a detailed list of resourcing requirements, for example human resources, IT equipment, information requirements, special equipment, etc. Use the following table to calculate the project cost estimates. Please note that the items listed in the Project Needs column are provided as examples only. Modify the list as needed to suit the specific needs of the project.>
Instructions: To calculate costs, place the totals for each category in the Total column on the right. To update the grand Total, click the last cell in the Total column. When the tab turns gray, right click and select the “Update Field” option.)

The following table presents the estimated funding needed to execute the project and create the deliverables identified in Section 3.1.

Table 5:  Cost Estimates
	Project Need
	Description
	Estimated Cost, per item
	Date Needed
	Total

	Hardware
	
	
	
	

	Software
	
	
	
	

	License Fees
	
	
	
	

	Service Contract or Maintenance Fees
	
	
	
	

	Testing Equipment or Facilities 
	
	
	
	

	* Additional Project Staff
	
	
	
	

	Consultants
	PMO management support
Other Consultant; consultant to advise team, review work, provide context, and manage alignment of stakeholders
	
	Project start
	2,000
40,000

	Training
	
	
	
	

	Project-specific Travel
	Two Meetings; one working meeting to translate requirements into conceptual design; one meeting to present proposed solution to stakeholders prior to initiating formal approval process
	
	TBD
	23,000

	Administrative Support Fees
	
	
	
	

	Other
	
	
	
	

	Grand TOTAL
	$65,000.00


4 Consultant Contribution

The most significant challenge of an eSignature project is creating alignment among many diverse stakeholders. Electronic signatures raise new and cross-cutting issues throughout an organization. General Council and Enforcement have strong interests in enforceability and admissibility; executives have strong interests in agency reputation; Information Technology have strong interests in information security; line of business staff have strong interests in usability, support and customer satisfaction. These groups have different perspectives but all share ownership in an eSignature solution. While often viewed as a technology issue, in reality eSignature initiatives are organizational change efforts where the technology is the easiest part of the project. 
The primary analytical challenge for eSignature projects is how to identify and value risks and related mitigations so that an organization can have a fact-based, dispassionate discussion of the relative merits of policy and implementation options. Frequently, there are calls for absolute security or characterizations of great risks that, in reality, have little likelihood of occurring. Part of the problem is that competing interests in eSignature projects often paint choices as black and white, when in fact the analysis requires distinguishing among shades of gray. The lack of specificity of federal law and policy around eSignatures can have a paralyzing effect on organizations. There is no one right way and federal officials have to exercise judgment on how craft and then implement policy with oftentimes murky and incomplete data. 

Understanding these challenges, the ERPSG recommends contracting with a consultant who has demonstrated expertise in citizen-to-government eSignature projects. The consultant would be tasked with the following:

· Advising the project team with respect to alternative approaches

· Reviewing project outlines, drafts, and presentations

· Providing context for the proposed solution, including comparisons between the proposed solution and prior art, and/or analysis with respect to industry norms or best practices

· Assistance developing and presenting the solution to stakeholders

Appendix 1: Statutes, Policy, and Guidelines
Following is a preliminary list of references which will support the work of this proposal.  This preliminary list is included to give a general sense of the scope and nature of the resources that will be consulted during the project.

NMFS eSignatures Policy
NMFS eSignature Procedural Directive
Records Management Guidance for Agencies Implementing Electronic Signature Technologies
Computer Security Act of 1987
Federal Information Security Management Act of 2002 "FISMA", 44 U.S.C. § 3541
OMB Circular No. A-130 (Revised) re Management of Federal Information Resources
NIST 800-25: Federal Agency Use of Public Key Technology for Digital Signatures and Authentication
Treasury Electronic Authentication Policy
Justice: Legal Considerations in Designing and Implementing Electronic Processes
OMB GPEA Guidance, Implementation of the Government Paperwork Elimination Act
Similar Material from Other Jurisdictions

EPA Cross-Media Electronic Reporting Rule (CROMERR)
Appendix 2: eSignature Legal Context and Precedents

Following is a preliminary list of references which will support the work of this proposal.  This preliminary list is included to give a general sense of the scope and nature of the resources that will be consulted during the project.

Department of Justice Guide

A useful resource is U.S. Department of Justice LEGAL CONSIDERATIONS IN DESIGNING AND IMPLEMENTING ELECTRONIC PROCESSES: A GUIDE FOR FEDERAL AGENCIES, from which I quote at length below:

...
Signatures have been given a unique place in the law partly because they reflect physical characteristics of individuals that were applied to the particular document at issue. Generally, the presence of a signature on a document is sufficient to identify the person who signed the document (although courts might require that someone identify the signature as belonging to the signor), to indicate that the person read and was familiar with the contents of the document (or at least had the opportunity to read it before she signed it), and to demonstrate that the person agreed and intended to be bound by the contents of the documents she signed. These may be only assumptions, but agencies, businesses and the courts routinely rely on them. Such "presumptions" provide a set of rules for associating an individual with a document and establishing his or her intent to accept or acknowledge its contents. Many of those rules are supported by centuries of case law and, in some cases, statutes that enforce them. Of course, signatures can be forged, may be illegible, or may have been placed on a document in a manner that does not satisfy the rules. In those situations, the party challenging the signature generally has the burden to rebut or overcome the presumption.

Unlike traditional signatures, electronic alternatives do not yet necessarily enjoy the long history of use and common expectations that surround traditional signatures. However, other steps have been taken – and undoubtedly more will be taken in the future – to support the validity of electronic signatures. For example, an increasing number of statutes and regulations impose the same presumptions of identity, intent, or familiarity with content that are typically associated with paper signatures. The proper design of legal instruments can reduce the need for such presumptions. Until such presumptions become widely accepted for electronic signatures, agencies should ensure that the electronic signature technologies they adopt identify the signers of the document and clearly express their intent and familiarity with the document.…

eSignature and Evidentiary Presumption of Attribution

The most significant problem with electronic signatures appears to be related to evidentiary rules and who bears the burden to prove that an electronic signature was executed by the party who "owns" the eSignature credentials; see How to Think About Electronic and Digital Signatures A Tutorial From a Litigator's Perspective. The article explains how rules of evidence make it easy to introduce documents as evidence if they are signed with a holographic signature belonging to one of the parties in the case. But when documents are signed with an electronic signature, it may be easy for opposing council to shift the burden of proof that the "owner" of the eSignature credentials actually executed the signature. With holographic signatures there is a common law presumption of attribution from mere ownership, and that presumption may not apply to electronic signatures. 
However, it may be possible to rectify this issue by inserting appropriate legal language into the eSignature credential registration and/or signing ceremony processes. For example, in the process of applying for eSignature credentials, an applicant could be asked to accept that whenever an electronic signature is affixed using the applicant's unique credentials, it will be presumed to have been affixed by the applicant, and the burden of proof for repudiation of their electronic signature will be on the applicant. Here is example language from a prior version of the Illinois Electronic Commerce Security Act
“In resolving a civil dispute involving a secure electronic signature, it shall be rebuttably presumed that the secure electronic signature is the signature of the person to whom it correlates.”
The act quoted has been amended and no longer contains the referenced language, but it may still be effective and appropriate for our limited application. Similar language presented in the signing ceremony would also reinforce the presumption of attribution.

eSignature Legal Precedent Legal Precedent

An interesting precedent is Rosenfeld v. Zerneck, a New York State court decision on the validity of an email signature.
Court Decision in Rosenfeld v. Zerneck
National Notary Organization Commentary on Rosenfeld v. Zerneck
Appendix 3: Prior Art in Citizen-to-Government eSignature

Following is a preliminary list of implemented systems which will be analyzed to support the work of this proposal.  This preliminary list is included to give a general sense of the scope and nature of the resources that will be consulted during the project.

IRS e-File program
The first and clearly most influential large-scale implementation of eSignature was by the U.S. Internal Revenue Service. After several limited pilot studies, in 2001 taxpayers meeting certain requirements were able to file paperless tax year 2000 returns with an eSignature. Through tax preparation software (such as Intuit's Turbotax) they were guided through selecting a five-digit PIN number and providing two specific items of data from their previous year's tax return. Selecting a PIN number and providing prior-year personal tax information served as an electronic signature for an e-Filed return. According to UncleFed's Tax Board 4,293,085 taxpayers signed their returns with self-select PINs in 2001.
Australian Fisheries Management Authority e-Logbooks
This e-Logbooks initiative was designed to use Public Key Infrastructure (PKI) for electronic signature and confidentiality. The Australian Fisheries Management Authority (AFMA) developed a certification program for vendors, and currently one vendor (catchlog.com) has been certified. With some prompting from Tom Kagehiro (for which I am grateful) I contacted Dieter Bohm of catchlog.com. Dieter confirmed that AFMA is no longer depending on PKI for eSignature. Dieter told me "that didn't work". He noted that in its present state of maturity, PKI tends to authenticate a computer (the computer on which the private key is stored) and not a person. Also, he confirmed that private key storage within the browser is problematic. He told me that the direction catchlog.com finds promising is fingerprint readers. His company has demonstrated the technology to Australia and New Zealand and the reception to the demo was encouraging. Catchlog.com implementation is still under development and my impression was that these agencies have not committed to fingerprint technology at this time.
Note that the catchlog.com proposed design does not capture and transmit an image of a fingerprint, and would not, for example, allow matching of a skippers fingerprint against police fingerprint records. Instead, they have designed an algorithm that turns the input from the fingerprint reader into a verification number that is characteristic for a particular individual and consistent over time. The verification number is only reproducible with specific fingerprint reader technology and algorithms. Therefore there is a required eSignature registration process whereby a skipper is associated with a particular fingerprint verification number; then, whenever eLogbook data is "signed", the skipper must pass his fingers over the fingerprint reader, at which point the catchlog.com software will bind the verification number to the data.

USDA eAuthentication

Currently, USDA eAuthentication offers eAuthentication Accounts with Level 1 Access and Accounts with Level 2 Access. 
Level 1 Access is limited and does not allow you to conduct official electronic business transactions with the USDA via the internet. 

An account with Level 2 Access provides the ability to conduct official electronic business transactions with the USDA via the Internet. You must have a valid email address to register for an account with Level 2 Access. You create a customer profile, User ID, password that you will remember and respond to a confirmation email within seven (7) days. In addition, you must visit the nearest USDA Service Center in person and prove your identity with a current State Driver's License, State Photo ID, US Passport or US Military ID. Approximately one hour after your Level 2 Access has been activated by the USDA Service Center employee, you will have access to USDA applications and services that require an account with Level 2 Access. 

State of Alaska eSignature (myAlaska)
myAlaska is an authentication and electronic signature system allowing citizens to interact and execute electronic signatures with multiple State of Alaska services through a single user name and password. Participation in myAlaska is voluntary and limited to individuals who meet prerequisites which vary based on the type of transaction. (For example, some transactions are only available to participants who verify their identity with a valid Alaska driver license.) 
In the myAlaska system identity and profile information is under user control. As a myAlaska participant you may choose to "subscribe" to specific state agency systems. A subscription will cause myAlaska to share your profile information with that particular state agency system. However, unsubscribed state systems will have no access to your myAlaska identity or profile. For example, you may choose to subscribe to the Permanent Fund Dividend Division's online PFD application system to use myAlaska for electronic signature. You may choose not to subscribe to the Department of Transportation's Marine Highway Reservation System, which may use myAlaska to maintain user profiles. In this example, the PFD application system could use your profile to pre-fill online forms and electronically sign transactions, but the Marine Highway Reservation System would not recognize your myAlaska identity or have access to your profile.

A myAlaska electronic signature uses cryptography-based mechanisms to bind the data to be signed with the identity of the signer (myAlaska identity) and the date and time of the signing act. Due to this cryptographic binding, at any time after the signing act an independent third party can confirm non-repudiation (a person with knowledge of a particular myAlaska user name and password signed it, and no one else could have) and integrity (a change to any element of the content will be detectable via the cryptographic mechanism; i.e., the signature makes the content tamper-evident). The myAlaska system implements an electronic signature by packaging the data to be signed, the myAlaska identity of the signer, the date and time of the signing act, and the identity of the agency requesting the signature into one XML document and then digitally signing that XML document with an X.509 certificate issued to the myAlaska system.

myAlaska is currently in use for a dozen citizen-to-government and business-to-government services, has a citizen enrollment of over 150,000, and has a volume of approximately 225,000 eSignature transactions per year.

Southwest Fisheries Science Center Electronic Logbook Signature Certification

An approach that is being used successfully as an interim solution is to require in advance of electronic reporting a holographic signature on a form certifying agreement to electronically submit accurate and complete data in electronic format, as follows:

I, [print or type your name here], as HMS FMP permit holder for the vessel [print or type vessel name here] intend to submit my Pacific Albacore Logbook information to the Southwest Fisheries Science Center in electronic format. I hereby certify that the Pacific Albacore Logbook information I submit electronically will be accurate and complete. My signature on this form is provided in lieu of the signature that I would otherwise have provided on the paper logbook form.

Signature:

Date:




































